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Advanced Access Control

True Passwordless Authentication meets
Zero Trust Access Controls

Robust Trust Management

Transparent user Key Management, Verification
Scripts for CICD processes

Resilient Platform

0-User Data storage for Breach Resiliency, Radically
High Availability with Multi Cloud Setup


https://www.pureid.io/

Software Supply Chain Security Gaps
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Access Control

e Passwords+MFA are phishable, not secure
e Stolen credentials led to Colonial Pipeline Attack & 70% breaches
around the world

User machine

e Risk profile of user’'s work machine is not known
e Infected Work Machines of RSA employees led to compromise of
Secure ID tokens

User Identity

e |dentity of author can be easily manipulated
e Many open source projects like NPM, Python were infected by fake
authors

Build System

e No way to verify code being built is coming from valid user
e Solarwinds’ build servers were compromised to inject build time
malicious code that went undetected

Key Vault

e Code signing keys are insecure if protected with passwords
e Fake NVIDIA drivers & Adobe packages distributed were signed
with stolen keys



https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
https://www.telos.com/blog/2021/05/25/the-rsa-securid-hack-a-lesson-on-protecting-your-most-critical-assets/
https://www.theregister.com/2022/02/03/npm_malware_report/
https://thehackernews.com/2022/06/multiple-backdoored-python-libraries.html
https://thehackernews.com/2020/12/new-evidence-suggests-solarwinds.html
https://threatpost.com/nvidias-stolen-code-signing-certs-sign-malware/178784/

Pure |dentity & Access Management

Pure Resilient Passwordless Authentication meets Powerful Zero-Trust
Access Control

We engineered the world's most resilient Our Powerful Zero Trust Access Control
withstand advanced attacks, frauds & access to your enterprise resources on
outages. cloud or on premise.

Passwordless Authentication Lero trust Access control
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e Completely Phishing proof e Application Segmentation

e Best Account Takeover Protection e Device Trust & Risk Score

e Restricts Credential Sharing e Policy Regulated Access

e Give access only from Corporate e Passwordless Authentication

device



Pure Trust Management

Pure Trust Kit provides transparent user key management & verification
service scripts for your CICD processes to Bring Trust & Accountability to your
Engineering Processes

Transparent Key Management Build Time Verification

Pure offers transparent user key PureAUTH Trust Kit can be integrated in
management through Auth Cl/CD processes to verify artifacts
Authenticator app that your engineers can signed with appropriate keys, weed out
leverage to sign code commits, malicious, un-trusted contributions and
configuration changes, containers or any Build with Trust.

contributions

Personal Key Vault Code Repo & Build System
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Auth user’s Personal Vault Signing/verification scripts kit
Keys accessible from any device Easy integration with CI/CD tools
Transparent provisioning/revocation Enhanced Trust & Accountability

Push for higher Security Standards Secure your software supply chain



Advanced Protection

e Breach Resilient &
Phishing Proof

e Radically High
Availability

e Resilient to Insider
attacks

e Quantum Safe

% PurelD

Compliance & Standards

e 0-User Data Platform,
Best Privacy

e 1SO-270001,SOC 2
Standard Il

e GDPR, HIPAA, PCI-DCCv4

e STAR CSA Certification

Advanced Identity & Trust Management Platform
Your best defense against ever Evolving Threats
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Convenience & Privacy

e Completely
Self-Serviceable

e  0-User Surveillance

e 0- Biometric or
Behavioural Data

e Easy device migration &

reset

Request Demo



https://www.pureid.io/request-demo/
https://www.pureid.io/
https://www.linkedin.com/company/pureid
https://twitter.com/PureIDLabs

